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Security and Privacy in Multimedia

Abstract:

A vast amount of multimedia, like images, audios, videos and personal information,
can be created in a short period of time with the rise of modern web and social
media. When all these data are stored in a cloud environment, individuals can connect
to these applications or services for viewing, sharing, commenting, and storing
information. Multimedia in a cloud environment plays a significant role in many
people’s daily life, since their updates, status, locations, and live actions can be seen,
even disseminating, tracking, and monitoring in real time become possible. Increased
fraudulent activities, cybercrimes, unauthorized access, malicious attacks and
impersonating/stealing identities greatly threat the security and privacy in multimedia.
This presents challenges for research areas such as multimedia encryption, signal
processing in encrypted multimedia, digital watermarking, steganography, digital
forensics, copyright protection, and privacy preserving in the cloud environment.

Scope and Topics:

The goal of this workshop is to bring forward recent advances in the area of
multimedia security and privacy. We invite latest and high-quality papers presenting
or addressing the following issues, but not limited to:

Signal processing in encrypted domain

Encryption of all types in multimedia, including homomorphic encryption and
multi-party computation

Forensics and counterforensics

Steganography and steganalysis

Covert and subliminal channels

Watermarking, data hiding and fingerprinting

Machine learning and deep learning in multimedia security

Emerging privacy and security threats in multimedia
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